	
	
	



	
	
	




	Technology Risk & Compliance Manager
Reports to: Head of Enterprise Governance
Direct reports: None



	About the Team and the Role
Digital, Data & Technology (DDaT) supports services, systems and information that are critical to Mencap’s colleagues, supporters and the people and families it serves. Weak technology controls or unmanaged risks can affect service continuity, safeguarding, financial sustainability, regulatory compliance and organisational trust.

	Reporting to the Head of Enterprise Governance, the Technology Risk & Compliance Manager is a Strategic Manager and senior individual contributor responsible for leading the DDaT risk and compliance framework across technology domains.

	The role establishes a consistent approach to identifying, assessing, recording, reporting and escalating technology risk. It provides oversight and constructive challenge across digital delivery, technology operations, data, architecture, information security, suppliers, resilience, accessibility and emerging technologies.

	Operational leaders, system owners and business leaders remain accountable for risks arising from their services, systems and decisions. This role owns the framework and consolidated view of exposure; it does not automatically become the owner of risks or remediation actions and does not accept risk on behalf of authorised decision-makers.

	Risk framework and reporting: Define and maintain the DDaT risk and compliance framework, consolidated technology risk register, assessment methodology, review cycle, treatment requirements and management reporting.

	Risk challenge and escalation: Challenge the quality of risk assessments and treatment plans, identify the appropriate risk owner and escalate material exposure through the relevant Directorate Head, CIO, Executive Leadership Team or Trustees through the Audit, Finance and Risk Committee.

	Control assurance and compliance: Coordinate assurance activity, compliance mapping, control testing and evidence management across DDaT. Identify ineffective or unsupported controls and ensure findings are visible to accountable owners.

	Audit and remediation: Coordinate technology-related audit activity, maintain defensible evidence, track findings and remediation, and escalate overdue, ineffective or deteriorating actions.

	Security boundary: Work with the Information Security Manager, who owns information-security policies, security control requirements and cyber treatment advice. For ISO 27001 and Cyber Essentials Plus, coordinate evidence, assurance, audit readiness and action tracking while the Information Security Manager remains accountable for the security framework and outcomes.

	Governance and insight: Coordinate the monthly Security and Risk Review and use incidents, problem reviews, vulnerability findings, supplier reviews, architecture decisions and audit results as sources of risk insight.

	Emerging technology: Assess the governance, control and organisational-risk implications of AI and other emerging technologies, ensuring clear ownership, proportionate assurance and escalation.

	The role provides governance assurance within DDaT but does not replace independent organisational assurance provided by Internal Audit, corporate Risk or external assessors.

	Resources and financial management: Manage the delegated resources and budget assigned to the function, maintain forecasts and explain commitments and variances. Assess the need for external specialist support and work with Finance, DDaT Business Operations and the Vendor & Contract Manager within the agreed financial and procurement controls.

	This role is based at home and requires attendance at Mencap sites as needed for training, collaboration, team meetings, one-to-ones, governance forums, workshops and other responsibilities.
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	What you will bring to the role (Essentials)
• Significant experience in technology risk, IT governance, compliance, control assurance or audit roles within a complex organisation.

	• Experience designing or operating risk-management frameworks covering multiple technology and digital domains.

	• Strong capability in technology risk assessment, control design, control-effectiveness assessment, consolidated risk reporting and remediation governance.

	• Experience coordinating audits, evidence, findings and corrective actions to a defensible standard.

	• Experience assessing third-party, operational-resilience, cloud, data, identity, infrastructure and digital-delivery risks.

	• Working knowledge of recognised technology risk, control, information-security and service-management practices.

	• Strong understanding of ISO 27001 and Cyber Essentials Plus and the distinction between security control ownership and compliance assurance.

	• Ability to challenge senior stakeholders and risk owners constructively where evidence, proposed treatment or risk acceptance is inadequate.

	• Ability to translate technical exposure into clear service, financial, safeguarding, regulatory and reputational consequences.

	• Experience supporting executive, trustee, audit or risk governance with accurate and proportionate reporting.

	• Ability to identify interconnected, systemic and concentration risks rather than treating individual findings in isolation.

	• High standards of evidence, traceability, professional integrity and independent judgement.

	• Commitment to using governance to enable informed decisions rather than creating unnecessary delay or transferring accountability.

	• Ability to distinguish control design from demonstrated operating effectiveness, and to assess evidence using proportionate testing and sampling.

	• Commitment to Mencap’s values: passionate, positive, brave, kind and inclusive.

	Please note: This job description is not intended to be exhaustive. Duties and responsibilities may evolve over time to reflect the needs of the organisation and the role.
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“This isn’t just a job - it’s a chance to help change the lives of people 
with a learning disability and their families. If you’re passionate about 
making a difference, join Mencap in building a more inclusive future.”




	Mencap and our Commitment to Safeguarding
Mencap is committed to safeguarding and promoting the welfare of children, young people and vulnerable adults, and expects all staff and volunteers to share this commitment. 
Successful applicants will be subject to appropriate pre-employment checks, including references and, where applicable, an enhanced Disclosure and Barring Service (DBS) check. 
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